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1. Is this a data breach?

1.1. Is personal data involved?

‘Personal data’ means: any information relating to an 

identified or identifiable natural person (‘data subject’); 

an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an 

identification number, location data, an online 

identifier or to one or more factors specific to the 

physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person.

1.2. Are you responsible for this data?

You are responsible if you are the ‘controller’: a natural 

or legal person, a public authority, a service or other 

body which, alone or together with others, determines 

the purpose and means of processing personal data.

1.3. Does the GDPR apply to this data?

The GDPR only applies to organizations engaged in 

professional or commercial activity. For example, if 

you're collecting email addresses from friends to 

fundraise a side business project, then the GDPR may 

actually still apply to you. 

1.4. Is there a breach of confidentiality, 

integrity or availability?

A breach of confidentiality occurs when unauthorised 

persons have gained access to information or have 

received information to which they are not entitled. A 

breach of integrity (e.g. accurateness) or availability 

also constitutes a data breach.

2. Do I have to report to authorities?

2.1. Is it likely that the data breach will lead to a 

privacy risk for the data subject?

Risks should be determined from the perspective of 

individuals, as risks to their rights and freedoms.

2.2. Are there special risks due to the nature 

of the data (e.g. is it sensitive data)?

This includes, but is not limited to:

• Racial or ethnic origin.

• Political opinions.

• Religious or philosophical beliefs.

• Trade union membership.

• Genetic data.

• Biometric data for the purpose 

of uniquely identifying a natural 

person.

• Data concerning health or a 

natural person's sex life and/or 

sexual orientation.

2.3. Is there a large number of people involved?

The number of people involved has an impact on the 

risks associated with a data breach. In general, the 

more people involved in a data breach, the greater the 

likelihood and impact of the consequences of this data 

breach. Note that highly sensitive data of just a few 

people may also have to be reported to the authorities.

3. Do I have to report to the data subject?

3.1. Are data sufficiently protected?

If you have taken appropriate technical and 

organizational protection measures which render the 

personal data incomprehensible or inaccessible to 

anyone who is not entitled to know the data (e.g. 

strong encryption), notification to the data subject is 

not required.

3.2. Are data exposed to destruction or 

degradation?

Encryption does not protect against destruction or 

damage to personal data.

3.3. Is there a high residual risk?

In the case of each data breach, it is necessary to 

assess whether the protection provided is sufficient to 

be able to withhold notification to the data subject. 

The consequences for the privacy of the data subject 

should also be taken into account if an outsider still 

manages to take note of the affected personal data in 

the future.

3.4. Is there an exception from art. 34 that 

applies?

For example, notification of data subjects may require 

a disproportionate effort if their contact details are 

unknown. In this case, a public communication or 

similar measure whereby the data subjects are 

informed in an equally effective manner may be 

pursued instead of individual notifications.

Data Breach Flow Chart: Additional Information per step

https://vivenics.com/general-data-protection-regulation/
https://vivenics.com/general-data-protection-regulation/

